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Summary

Asset tracking within DHS is a problem of strategic significance and congressional inquiry.  An approach to building asset tracking into the DHS Common Operating Picture is provided.  It demonstrates how communications protocol supports concrete implementation.  It demonstrates wide potential compatibility across DHS.  The approach is applicable to legacy system interfaces as well as new systems.
CAD vs. C4ISR

The display of moving targets, assets, and maps is not new technology.  Military command and control systems have performed this function for decades.  The current military acronym for systems which perform these functions is C4ISR or Command Control Communications computers Intelligence Surveillance and Reconnaissance.  The civilian world of police, fire, ambulance, sewer, water and electric also has a technology called Computer Aided Dispatch more suited to non-military applications.
GIS and Custom Systems

Custom systems in this area are usually built on top of GIS (Geographic Information System) software.  The top 2 vendors are ESRI (#1 USA, #2 world) and Intergraph (#2 USA, #1 World).  Other vendors include Microsoft and a new web based entry from Google called Google Earth. New technology development is focused mainly on the World Wide Web.  
Effects of Civilian Domain

Civilian applications receive far less funding than military systems, both for implementation and for support.  Military systems often contain proprietary protocols, dedicated high bandwidth communications, advanced encryption and custom database applications.  None of this is as easily supportable in the civilian portions of the homeland security domain (especially state, municipal and county government).  Public domain protocols will be used across the public Internet in simplified systems designed to minimize cost- or the solution will not be widely accepted.  In the vernacular of the software products industry (rather than the custom systems vernacular of the military-industrial complex): the price point is lower.    Even interoperable military systems will have to accommodate these requirements to some extent.
Moving and Fixed Assets

Some of the objects which must be displayed in such applications may move often, others stay in one place.  Since the subject of this paper is asset tracking, we will adopt the common accounting term "fixed asset" for an asset that does not move.  This usage is a slight variation on the accounting use of the term but this application of the term is common.  Moving objects will be termed "mobile assets".
Node Types

Nodes are stations on the grid.  It is often useful to display the nodes along with the assets they oversee.  Past work at DHS (DNDO) indicates that nodes are generally of four types: Intelligence, Analysis, Sensor and Command.  This approach fits both natural disaster and counter terror operations.  Ongoing work describes the function of each node type.
Dynamic Assets

Displayed objects that are mobile-assets, targets, or other assets with status that changes often but which may not move (such as nodes) will be termed "dynamic assets" in this paper.  This will allow us to conveniently talk about the range of objects that change their visual display often.  Only systems directly connected to the Internet and therefore capable of receiving updates on the status of "dynamic assets" are considered here.

Examples of Dynamic Assets

Examples of dynamic assets might include commodity orders for emergencies, radiological sensor equipment, first responder vehicles, facilities (intrusion detection and access control), access control points such as border crossings, public utility infrastructure, or public passenger vehicles such as busses or aircraft.
Displaying Maps

Both command and control software as well as computer aided dispatch software commonly display maps as a background.  These maps may display features such as roads or railroads or buildings.
Displaying Fixed Assets and Layers
Fixed assets such as fire hydrants, post offices, shopping malls, are often displayed as icons above the map background.  A legend of icons tells the user what each icon symbol represents.  Optional information on the map such as roads or railroads may commonly be displayed or hidden as a group.  For example the group of all roads may be shown or not.  Such a grouping is called a layer because the order of groupings also displays what icons are displayed on top.
Displaying Dynamic Assets

Dynamic assets are also displayed as icons above the map, but they may move or change status.  Status changes are displayed as differing icons for each status or by colored flags, outlines or backgrounds.  Movement of assets is represented as movement of icons on the map.
Dynamic Layers

Like fixed assets and map features, dynamic assets may also be grouped and displayed or hidden in layers.  For the simplest implementation a dynamic layer should correspond to a single physical server (address) on the Internet representing those assets, which will correspond to a node in the display.
Thin Clients and Thick Clients

Thick clients are conventional software that runs on your PC.  Thin clients are browser based websites that run on the server with some code downloaded to the browser.  Thin clients are important to new enterprise applications because of lower installation costs, lower administration costs, and compatibility with new mandates such as "Service Oriented Architecture".  Thick clients remain more widely used for real-time display.  Whatever mechanisms are used for asset tracking must accommodate thin client use as a priority, and also may accommodate legacy thick client use.  (Also remember that such mechanisms should not rely on expensive military proprietary protocols.)
Thin Client Scripting

To add function to a thin client it is possible to create Java applets or alternately possible to add scripting directly to web pages.  Downloading and installing Java applets requires more support, and additional configuration of the client browser.  Scripting by either JavaScript or VBscript is considered superior to Java applets for thin client use with lower support costs.
AJAX

A recent technology called AJAX can be used in thin clients to manage XML using JavaScript within a browser.  It is a means to support the thin client side of the "Service Oriented Architecture" encouraged as the direction of government systems.  AJAX can be used to produce the moving icons and changing status displays of dynamic asset layers.
Rollover and Tool Tips

To interact with dynamic icons, both in thick and thin clients, there are a set of common techniques.  One is called "rollover" in a browser, and is commonly used to display some descriptive text clarifying the icon.  AJAX can be used to implement rollover text in thin client implementations.  In windows a similar mechanism is called a "tool tip". AJAX can be used to implement rollover text in thin client implementations.  A convention of what text to display should be part of any standard concerning asset tracking.
Context Menus and the "Default Action"

The most flexible means to interact are driven by "mouse clicks" on the icon representing a dynamic asset.  In operating systems and environments supporting two mouse buttons the left mouse button, when double-clicked over an icon, conventionally invokes a "default action".  The other mouse button displays a "context menu", showing all the possible functions the user may invoke related to the dynamic asset.  Such a context menu may have multiple levels. 
Using URLs in Context Menus

By having each context menu entry invoke a new browser window which opens a specific URL related to a web form implementing that icon's (asset's) implementation of the menu command the server may implement all such commands as web pages/services and let the thin client remain uninvolved in understanding how each type of asset implements commands.  This improves software and system structure.  If such forms are XML forms they may service both human users and automated client systems.
Communicating Asset Movement and Status Changes

For a dynamic asset's icon to move to the correct position and display the proper status and rollover text a message must be sent to the browser (or thick client) by some means to tell it that an asset is at a position with a certain status.  Additionally, if the message also describes the context menu and associated URLs then each asset may have customized menus appropriate to its available functions.  This describes the fundamental requirement for what should be transferred (asset identification, timestamp, position, status and representation, rollover text, default action, menu).
OASIS (Organization for the Advancement of Structured Information Standards) CAP (Common Alerting Protocol) and EDXL (Emergency Data Exchange Language)
A suitable protocol for encapsulating the asset information has been adopted by DHS.  It has been promoted by the office of the president to fill a strategic technology gap in communicating between DHS and state or local government.  CAP or Common Alert Protocol came first as a method to transfer data from emergency command centers to individual PDAs and phones.  It has been widely used for other purposes.  EDXL or Emergency Data eXchange Language followed and added a means to subscribe by region (rectangle) as well as a means to subscribe to information by joining a community of interest.  These functions are exactly what are needed for an asset tracking environment.

OASIS CAP vs. Asset Protocol

EDXL is a wrapper for a message payload.  OASIS CAP is intended as a payload to describe an alert applied to a physical area.  The asset tracking protocol would be an alternative payload within an EDXL package.  Just as the CAP message may be stored in a CAP XML file, so to the asset protocol would be stored in an asset tracking XML file.  The validation schema for the file is not standardized yet, and this activity should be accelerated.  A draft DTD is included.
The Effects of Message Size

Because the distribution of information on a large scale is computing and communications intensive, efficiency requires a small message size in this application.  Smaller messages will allow the many icons displayed in a browser to be updated often and processed quickly.  Only the information listed above should be included in the message content.
Notification vs. Retrieval

There are two approaches to receiving the message data.  Data may be pulled to the browser by polling, using Web Services or other similar synchronous requests.  Alternately, messages may be "pushed" or sent to the browser (or thick client) as required, such as when an asset moves or when a status changes.  Such messaging is how command and control systems have worked for many years and is far more efficient than polled requests.  A new AJAX related technology called "comet" allows asynchronously pushing data to browser applications similar to command and control system implementations.
Transport Protocols

EDXL/CAP must be transported by a lower layer protocol (communications protocols are stacked, one atop another).  Firewalls and personal firewalls are friendly to protocols such as HTTP, HTTPS, SMTP, and a few others.
Discovery of Nodes

EDXL and CAP do not specify how EDXL/CAP servers will be found on the Internet.  If each such server allows users to subscribe to EDXL/CAP via a web service, then such servers may be discovered by standard means such as  WSDL (Web Service Description Language) & UDDI (Universal Data Discovery Interface).  OGC catalog servers and planning servers could also be used as means for discovery.  When discovered by the system each such server may be listed as a layer and communicated to each client.  By allowing each such server to correspond to a command, intelligence, analysis or sensor system node, and the systems supporting the node, this allows a simple means to have each organization participate independently.  For example, the Port Authority of NY NJ can operate a server exposing all its native dynamic assets.
Discovering Assets & Subscription

Unfortunately discovering the server is not the same as discovering its exposed assets.  A web service must configure the EDXL/CAP server concerning what communities the subscriber (user) is interested in joining- and therefore which assets the user's client software will be notified of.  OGC catalogs, again, could eventually augment this asset discovery process.
Sensor Hierarchy

Sensors managed by a server should have unique names, and unique web pages.  To accomplish this each sensor should be named as a node in the exposed web file system of the sensor system server.  Alternately, as sensor hierarchy can be represented in the postdata section of a single web page implementation.  Sensor controllers may form intermediate nodes, and hierarchies are the norm in sensor systems.  For example, UAV sensors are seen as residing under the airborne platform.  At each level of hierarchy a displayable asset exists with its own native commands.  This allows a more flexible implementation than flat lists of sensors, which have failed in past systems producing a "lesson learned" represented here.

Sensor Systems

Sensor system web servers are only the user web interface to sensor systems.  Presumably such sensor systems use a wide variety of more applicable protocols for such use such as OGC SOS and OGC SAS.  Also, other messages unrelated to asset management may exist such as the ANSI 42.42 message which indicates a radiological alert.  No portion of this document is meant to describe how such other features are implemented, nor how other messages beyond asset management in the homeland security system may be implemented.

Compatibility

Having used a thin client implementation as the example for analysis, the same message format can be used by thick clients if suitable care is taken in assuring that each web form is based on XML and may be parsed by software.  (A problem of XML semantics of the form (web service) remains, which requires some coordination.  This coordination is the purpose of efforts like NIEM (National Information Exchange Model) and the FEA DRM (Federal Enterprise architecture Data Reference Model).)

The approach described here is believed to be compatible with the Disaster Management e-Gov initiative, the work of the DHS/DNDO communications working group, the direction of the CBP Pride system, and the approach of HSIN- as well as the work at the Port of NY NJ and at Charleston Shipyard.   It is also thought to be compatible with the Homeland Security Geospatial Architecture, with the caveat that it adds EDXL/CAP to the set of protocols listed therein.  The approach described is the result of study of these efforts.

Conclusions

An approach to asset visibility has been described based on OASIS CAP and EDXL, a protocol so critical to fill this and related strategic gaps that interoperability exercises using it have been sponsored by the Executive Office of the President.  Special attention to implementation in thin clients is described to show how status, icons, context menus, rollover texts and movement to show how the protocol must support these.  The result is an approach to implementing asset tracking, highly interoperable with many other DHS and state projects, presumably usable across DHS and the nation's first responders.
Appendix A: Asset Tracking Message Format
Message Format DTD
A DTD is the specification of an XML file format.  The following shows the DTD of an asset tracking message (this is draft, contact me with errors):

	<!ELEMENT dynamic_asset_tracking_message (asset,position,status,menu)>

<!ELEMENT asset EMPTY >

<!ATTLIST asset id CDATA #REQUIRED –-Unique ID is URL-- >

<!ATTLIST asset parent CDATA #IMPLIED –Unique URL of Parent-- >

<!ATTLIST asset timestamp CDATA #REQUIRED  --yyyy/mm/dd:hh:mm:ss:ffff-- >

<!ELEMENT position EMPTY >

<!ATTLIST position latitude CDATA #REQUIRED –-hh:mm:ss:ffff-- >

<!ATTLIST position longitude CDATA #REQUIRED –-hh:mm:ss:ffff-- >

<!ATTLIST position altitude CDATA #IMPLIED –-feet or meters-- >

<!ATTLIST position zone CDATA #IMPLIED –-optional text name of zone in security system-- >

<!ATTLIST position heading CDATA #IMPLIED  --0 to 360 degrees w/ fraction-->

<!ATTLIST position velocity CDATA  “0” –-mph or kph-- >

<!ATTLIST position units (metric|english) “english”>

<!ELEMENT status EMPTY >

<!ATTLIST status rollover CDATA #REQUIRED  --the text shown in a tooltip or rollover-- >

<!ATTLIST status color (blue|green|yellow|orange|red|gray|black) “green”>

<!ATTLIST status icon CDATA #IMPLIED –the URL of an icon file for display of the asset-- >

<!ELEMENT menu (default?,commands?,reports?,helps?)>

<!ELEMENT default CDATA –URL for the default click action-->

<!ELEMENT subscriptions (subscription*) –any configuration of what data to send-->

<!ELEMENT commands (command*) –-forms-- >

<!ELEMENT reports (report*) -–may be live camera views, almost anything-- >

<!ELEMENT helps (help*) >

<!ELEMENT command CDATA -–URL-->

<!ATTLIST command name CDATA #REQUIRED >

<!ATTLIST command group (bar|nobar) “nobar” >

<!ELEMENT report CDATA -–URL-->

<!ATTLIST report name CDATA #REQUIRED >

<!ATTLIST report group (bar|nobar) “nobar” >

<!ELEMENT help CDATA -–URL-->

<!ATTLIST help name CDATA #REQUIRED >

<!ATTLIST help group (bar|nobar) “nobar” >


Status Alarm Colors

Status alarms are often classified by color.   The suggested approach is as follows:


Blue: an alarm override, usually due to normal operation


Green: Normal Operation


Yellow: and un-validated alarm


Red: a validated alarm


Orange: Tamper or Panic Alarm


Gray:  Not Operating; Communications or hardware Error, etc.


Black: Not Operating by Intent, Administrative Shutdown or Maintenance
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